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Threats Secrets Vulnerabilities
No Threats Found Secrets Found 3 ey 17 m 11 3 0
Trigger Event Workflow Used Remediation Total Packages Vulnerable Packages
OnDemand SourceCode WF - 11 6
Package Version Custom Labels Vulnerabilities
0.9.11 Criticality: "High", Id Severity Fixed Version CWEs
End-of-Life date: "2028-06-23", GHSA-3wwr-3g9f-9gc7 High 1.0.6 134,749
asteval Origin: "Open-source community",
Comment: "Reviewed and accepted risk” GHSA-vp47-9734-prjw High 1.0.6 367,749
Supplier Name Release Date
Matthew Newville <matt.newville@gmail.com> 2017-11-06
Licenses
Name Url Category Permissions Conditions Limitations
MIT https://spdx.org/licenses/MIT.... permissive commercial-use, include-copyright liability, warranty
modifications, distribution,
private-use
uID Property Hashes
pkg:pypi/asteval@0.9.11 Archive Property: Yes Sha256 File Name
5995f1863c1685cd00df asteval-0.9.11.tar.gz
010663c15be880035a38
b1e58c6340fb1d3adc49
9d8e
6842247ed017€20e6689 _version.py
bc5e12b2775f369faeel
f19b9c78ff2d2f7dd46c
b264
Package Version Custom Labels Vulnerabilities
24.08 Criticality: "High", Id Severity Fixed Version CWEs
End-of-Life date: "2026-04-30", CVE-2025-0411 High 24.09 693
ip7z/7zip Origin: "Open-source community”,
Comment: "Known vulnerable version”
Supplier Name Release Date
ip7z 2024-08-12
Licenses
Name url Category Permissions Conditions Limitations
LGPL-2.1-or-later https://spdx.org/licenses/LGPL... copyleft commercial-use, include-copyright, liability, warranty
modifications, distribution, disclose-source,
private-use document-changes,
same-license--library
uID Property Hashes
pkg:cpp/ip7z%2F7zip@24.08 Archive Property: N/A Sha256 File Name

Executable Property: N/A
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http://localhost:8002/reports/packages/YXN0ZXZhbC0wLjkuMTE%3D/0_9_11
https://spdx.org/licenses/MIT.html
http://localhost:8002/reports/packages/aXA3ei83emlwLTI0LjA4/24_08
https://spdx.org/licenses/LGPL-2.1-or-later.html
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Custom Labels

Criticality: "High", Id
End-of-Life date: "2026-06-30",
Origin: "Open-source community",
Comment: "Reviewed and accepted risk"

CVE-2023-37920

CVE-2022-23491

Licenses

Category Permissions

copyleft commercial-use, distribution,

modifications, patent-use,
private-use

Property

Archive Property: N/A
Executable Property: N/A

Custom Labels

Criticality: "High", Id
End-of-Life date: "2025-12-31",
Origin: "Open-source community”,

CVE-2020-14343

Comment: "Migration in roadmap”

2020.4.5.1
certifi
Supplier Name
Kenneth Reitz
Name Url
MPL-2.0 https://spdx.org/licenses/MPL-...
uiD
pkg:pypi/certifi@2020.4.5.1
Package Version
5.3.1
PyYAML
Supplier Name
Kirill Simonov
Name url
MIT https://spdx.org/licenses/MIT....

uiD

pkg:pypi/PYYAML@5.3.1

Licenses

Category Permissions

permissive commercial-use,

modifications, distribution,
private-use

Property

Archive Property: N/A
Executable Property: N/A

Sha256

96313194a8ace0d6fbe0

37dde8c85d1430a5fb1d

8cc62e68bdf41fe2e838
f440

Vulnerabilities

Severity Fixed Version
Critical 2023.7.22
High 2022.12.07

Release Date

2020-04-05

Conditions

disclose-source,

File Name
7-zip.dll

CWEs
345

345

Limitations

liability, trademark-use,

include-copyright, warranty
same-license--file
Hashes
Sha256 File Name
51fcb31174be6e6664c5 certifi-2020.4.5.1 tar.
f69e3e1691a2d72a1a12 gz
e90f872cbdb1567eb47b
6519
Vulnerabilities
Severity Fixed Version CWEs
Critical 5.4 20
Release Date
2020-03-18
Conditions Limitations

include-copyright

Hashes

Sha256

b8eac752c5e14d3ecale

6dd9199cd627518cb5ec

06add0de9d32baeeebfe
645d
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liability, warranty

File Name
PyYAML-5.3.1.tar.gz


http://localhost:8002/reports/packages/Y2VydGlmaS0yMDIwLjQuNS4x/2020_4_5_1
https://spdx.org/licenses/MPL-2.0.html
http://localhost:8002/reports/packages/UHlZQU1MLTUuMy4x/5_3_1
https://spdx.org/licenses/MIT.html
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Vulnerabilities

39.0.1 Criticality: "High", Id Severity Fixed Version CWEs
End-of-Life date: "2027-11-25", CVE-2024-26130 High 42.0.4 476
cryptography Origin: "Open-source community", '
Comment: "Reviewed and accepted risk"  CVE-2023-50782 High 42.0.0 203, 208
CVE-2023-49083 High 41.0.6 476
CVE-2024-0727 Medium 42.0.2 476
GHSA-h4gh-qq45-vh27 Medium 43.0.1 1395
GHSA-5cpg-8wj7-hf2v Low 41.0.0
GHSA-jm77-gphf-c4w8 Low 41.0.3
GHSA-v8gr-m533-ghj9 Low 41.0.4
Supplier Name Release Date
The cryptography developers <cryptography-dev@python.org> 2023-02-07
Licenses
Name Url Category Permissions Conditions Limitations
Apache-2.0 https://spdx.org/licenses/Apac... permissive commercial-use, distribution, document-changes, liability, trademark-use,
modifications, patent-use, include-copyright warranty
private-use
BSD-3-Clause https://spdx.org/licenses/BSD-... permissive commercial-use, distribution, include-copyright liability, warranty
modifications, private-use
uiD Property Hashes
pkg:pypi/cryptography@39.0.1 Archive Property: N/A Sha256 File Name
Executable Property: N/A d1f6198ee6d9148405e4 cryptography-39.0.1.tar
9887803907fe8962a23e .9z
6c6f83ea7d98f1c0de37
5695
Package Version Custom Labels Vulnerabilities
2.22.0 Criticality: "Medium", Id Severity Fixed Version CWEs
End-of-Life date: "2027-07-31", CVE-2023-32681 Medium 2.31.0 200
requests Origin: "Open-source community", .
Comment: "Known vulnerable version" GHSA-9wx4-h78v-vm56 Medium 2.32.0 670
GHSA-9hjg-9r4m-mvj7 Medium 2.32.4 522
Supplier Name Release Date
Kenneth Reitz 2019-05-16
Licenses
Name url Category Permissions Conditions Limitations
Apache-2.0 https://spdx.org/licenses/Apac... permissive commercial-use, distribution, document-changes, liability, trademark-use,

(V1)

pkg:pypi/requests@2.22.0

Property

Executable Property: N/A

Archive Property: N/A

modifications, patent-use, include-copyright warranty
private-use
Hashes
Sha256 File Name
11e007a8a2aa0323f5a9 requests-2.22.0.tar.gz
21e9e6a2d7e4e67d9877
e85773fba9ba6419025¢
beb4

© 2025 OPSWAT, Inc. All rights reserved. OPSWAT®, MetaDefender®, MetaAccess, Trust No File, Trust No Device,
and the OPSWAT logo are trademarks of OPSWAT, Inc


http://localhost:8002/reports/packages/Y3J5cHRvZ3JhcGh5LTM5LjAuMQ%3D%3D/39_0_1
https://spdx.org/licenses/Apache-2.0.html
https://spdx.org/licenses/BSD-3-Clause.html
http://localhost:8002/reports/packages/cmVxdWVzdHMtMi4yMi4w/2_22_0
https://spdx.org/licenses/Apache-2.0.html
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Package Version Custom Labels

0.9.0 -

jack-matchmaker

Supplier Name

Christopher Arndt <info@chrisarndt.de>

Name url Category
GPL-2.0-only https://spdx.org/licenses/GPL-... copyleft

uiD

pkg:pypi/jack-matchmaker@0.9.0

Licenses

Permissions

commercial-use, distribution,
modifications, private-use

Property

Archive Property: Yes

Package Version Custom Labels
v3.1.1 - Id
xenium-project/...
Supplier Name
xenium-project
Licenses
Name Url Category Permissions
uiD Property
pkg:cpp/xenium-project%2Fxenium@v3.1.1 Executable Property: Yes
Package Version Custom Labels
0.14 - Id

docutils

Supplier Name

David Goodger <goodger@python.org>

Generated 2025/08/01, 2:16 PM UTC

Scan Results Report

Vulnerabilities

Severity Fixed Version CWEs

Release Date

2021-01-14
Conditions Limitations
disclose-source, liability, warranty

document-changes,
include-copyright,
same-license

Hashes
Sha256 File Name
3705cd493fd442738fe5 jack-matchmaker-0.9.0.t
369eff49654022cec681 ar.gz
e7fe17c0ece28e064e52
4368
Vulnerabilities
Severity Fixed Version CWEs
Release Date
2020-01-27
Conditions Limitations
Hashes
Sha256 File Name

151d3b99ce9c961bdd19 XeniumCryptotest.exe
2dbcd6930dce3b409ed0
2db33b0d90f3cf5¢7299

8029

Vulnerabilities

Severity Fixed Version CWEs

Release Date

2017-08-03

© 2025 OPSWAT, Inc. All rights reserved. OPSWAT®, MetaDefender®, MetaAccess, Trust No File, Trust No Device,

and the OPSWAT logo are trademarks of OPSWAT, Inc


http://localhost:8002/reports/packages/amFjay1tYXRjaG1ha2VyLTAuOS4w/0_9_0
https://spdx.org/licenses/GPL-2.0-only.html
http://localhost:8002/reports/packages/eGVuaXVtLXByb2plY3QveGVuaXVtLXYzLjEuMQ%3D%3D/v3_1_1
http://localhost:8002/reports/packages/ZG9jdXRpbHMtMC4xNA%3D%3D/0_14
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Name Url

PSF-2.0 https://spdx.org/licenses/PSF-...

GPL-3.0-or-later https://spdx.org/licenses/GPL-...

uiD

pkg:pypi/docutils@0.14

Package Version

6.31.1

protobuf

Supplier Name

protobuf@googlegroups.com

Name Url

BSD-3-Clause https://spdx.org/licenses/BSD-...

uiD

pkg:pypi/protobuf@6.31.1

Package Version
2.0.0
python-gitlab

Supplier Name

Generated 2025/08/01, 2:16 PM UTC

Licenses

Category Permissions

copyleft commercial-use, distribution,

modifications, patent-use,
private-use

Property

Archive Property: N/A
Executable Property: N/A

Custom Labels

Id
Licenses
Category Permissions
permissive commercial-use, distribution,

modifications, private-use
Property

Archive Property: N/A
Executable Property: N/A

Custom Labels

Gauvain Pocentek <gauvain@pocentek.net>

Name Url

LGPL-3.0-or-later https://spdx.org/licenses/LGPL...

Id
Licenses
Category Permissions
copyleft commercial-use, distribution,

modifications, patent-use,
private-use

Scan Results Report

Conditions Limitations

disclose-source,
document-changes,
include-copyright,
same-license

liability, warranty

Hashes
Sha256 File Name
51e64ef2ebfb29caelfa docutils-0.14.tar.gz
a133b3710143496eca21
¢c530f3f71424d7768776
4274

Vulnerabilities

Severity Fixed Version CWEs
Release Date
2025-05-28
Conditions Limitations

include-copyright liability, warranty

Hashes
Sha256 File Name
d8cac4c982f0b957a4dc protobuf-6.31.1.tar.gz
73a80e2ea24fab08e679
c0de9deb835f4a12d69a
ca%a

Vulnerabilities

Severity Fixed Version CWEs
Release Date
2020-01-26
Conditions Limitations

disclose-source,
document-changes,
include-copyright,
same-license--library

liability, warranty

© 2025 OPSWAT, Inc. All rights reserved. OPSWAT®, MetaDefender®, MetaAccess, Trust No File, Trust No Device,
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https://spdx.org/licenses/PSF-2.0.html
https://spdx.org/licenses/GPL-3.0-or-later.html
http://localhost:8002/reports/packages/cHJvdG9idWYtNi4zMS4x/6_31_1
https://spdx.org/licenses/BSD-3-Clause.html
http://localhost:8002/reports/packages/cHl0aG9uLWdpdGxhYi0yLjAuMA%3D%3D/2_0_0
https://spdx.org/licenses/LGPL-3.0-or-later.html
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uID Property Hashes
pkg:pypi/python-gitlab@2.0.0 Archive Property: N/A Sha256 File Name
Executable Property: N/A d12ca52a50cc50484a35 python-gitlab-2.0.0.tar
dd9c6d0235fa0eef62df .gz
d1a8fa3590ea2bbb3918

c110
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