
OPSWAT and InQuest have partnered to offer an 

in-depth malware detection and analysis tool for 

network defenders. The combination of InQuest’s 

network session inspection and analysis capabili-

ties, along with Metadefender Platform’s robust 

static analysis functionalities, enables the real-time 

investigation of files coming into a network, includ-

ing those with embedded content.  

Real-Time Malware Analysis 
for Embedded Content

Defense In-Depth
Threats from malware have become more complex and 
pervasive. Perimeter security defenses are no longer 
effective enough for securing networks from threats 
embedded within files and email a�achments. Pairing the 
InQuest platform with Metadefender Platform ensures 
that malware is unable to sneak past your defenses. 
Leveraging InQuest’s  patent-pending identification and 
transformation of files coming into the network, and 
Metadefender Platform’s signature and heuristic-based 
ability to analyze files quickly, across many anti-malware 
engines, provides our customers with the in-depth 
defense necessary to detect new, complex a�acks. 

InQuest offers innovative post-processing techniques 
that, when applied to files and network sessions, provides 
an in-depth analysis of even the most creative combina-
tions of obfuscation.  Files that are deemed suspicious 
are then scanned via the Metadefender Platform integra-
tion, which quickly determines whether a file is malicious. 
Data on malicious files is then cataloged, and can be 
reported and tracked via the SIEM integration.

Threat Detection & Prevention

+ Metadefender Platform
®

Embedded Content Inspection
InQuest provides administrators 
with a network-based 
solution that inspects all 
network application content 
and performs a Deep File 
InspectionTM (DFI) capable of detect-
ing malware that gets past traditional security 
defenses. InQuest is able to identify and inspect 
network connections and files over the most commonly 
used network protocols, looking for any malicious 
content. Following this analysis, InQuest catalogs and 
reports on all network session data and application 
content that flows through the network. 

Detect and Prevent Threats
Metadefender Platform ensures 
that the platform can quickly scan 
files and email a�achments with 
multiple anti-malware engines 
to detect and block threats. Com-
bining up to 30 anti-malware 
engines from vendors like Trend, 
ESET, Symantec, McAfee, and many others, Metade-
fender Platform technology increases the rate of 
detection for all types of malware without the hassle 
of licensing, integrating, and maintaining multiple 
anti-malware engines. Engines that are integrated into 
the Metadefender Platform solution are optimized for 
fast, high performance, simultaneous scanning.


