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Braking performance, corner analysis, pit stop strategy breakdowns. To watch a Formula 1 race 

today is as much about being an adrenaline junkie as it is being a data geek, thanks to the 300 

sensors on an F1 car sending more than 1.1 million data points to the pits every second1 . Terabytes 

of data are generated for every race. No decision or component is left unexamined by the crew,  

driver — and especially the fans. Yet, it wasn’t so long ago that F1 racing was seen more as an art 

form; a human endeavor, informed, at best, by small bursts of telemetry data from the cars as they 

passed close to the pits. 

Now, F1 cars are tested virtually and can be developed in a third of the time compared to just a 

decade ago. And about 90% of a car’s 16,000 parts will be upgraded over a season2 , blurring the 

line between models. To say F1 has been transformed by machine learning, cloud, and advanced 

networking technologies would be an understatement. 

Operational technology (OT) is on the cusp of a similar revolution, driven by Industry 4.0 (4IR) digital 

technologies and approaches. 

Just like with F1, data remains a potent catalyst for transformation. We see it in the ice cream 

factory improving innovation lead time by 75% with an agile R&D digital platform, the electric 

company cutting production costs by 20% with ML-powered inspection and advanced process 

controls, and the O&G producer boosting product quality by 21% with advanced analytics and 

automation3 . 

1    F1 insights powered by AWS” AWS
2   The insiders guide to...F1 car development” Formula 1
3   Global Lighthouse Network: Unlocking Sustainability through Fourth Industrial Revolution Technologies” World 
Economic Forum

Data Is Transformative. But the Risks 
Have Never Been Greater

https://aws.amazon.com/ru/f1/
https://www.formula1.com/en/latest/article.pursuit-of-performance-the-formula-1-development-race.3KtlXW0NC45PnsrYEAzRPE.html
https://metadefender.opswat.com/safe-redirect/https%3a%2f%2fwww3.weforum.org%2fdocs%2fWEF_Global_Lighthouse_Network_Unlocking_Sustainability_Through_4IR.pdf
https://metadefender.opswat.com/safe-redirect/https%3a%2f%2fwww3.weforum.org%2fdocs%2fWEF_Global_Lighthouse_Network_Unlocking_Sustainability_Through_4IR.pdf
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Indeed, a recent Microsoft report found that 90% of enterprises have already adopted IoT, with 44% 

saying they’re investing even more in IoT in light of the pandemic. Across manufacturing, utilities, 

O&G, and other industries, IoT is key to enhancing quality and compliance, industrial automation, 

and productivity improvements. However, security remains the second-highest ranked challenge, 

with 29% saying the risk isn’t worth the benefits4 . 

Naturally, the increased adoption of IoT and the drive for hyper-connectivity across the enterprise 

have dramatically increased the attack surface of many organizations. 

By many accounts, 2021 is shaping up to be the most dangerous and costly year on record. Nine 

out of 10 organizations experienced at least one intrusion in the past year and 63% reported three 

or more attacks5 . ICS-CERT reported 44% more vulnerabilities in H1 2021 compared to H2 20206 . 

Global ransomware attacks saw a 148% surge in the first three quarters of 2021 compared to the 

same period in 20207 . And the cost of ransomware has doubled over the last year to $1.85 million on 

average in 20218 .

Despite this alarming trend, Gartner reports that 90% of organizations are either just beginning their 

OT security journeys or simply unaware of the severity of this growing threat9 .

While IT security best practices and solutions have been vital in securing control-critical sites, 

security leaders must now step up and incorporate OT security tactics and strategies in their 

playbooks to get ahead of fast-evolving cyber threats. 

In this whitepaper, we’ll look at the key differences between OT and IT systems, understand the 

security recommendations from top OT security standards such as IEC 62443, and find out why 

unidirectional security gateways are one of the most effective, yet underutilized forms of defense 

against cyberattacks. .

4  IoT Signals: Edition 3” Microsoft
5  2021 State of Operational Technology and Cybersecurity Report”. Fortinet
6  ICS-CERT Advisories”. Cybersecurity & Infrastructure Security Agency
7  Sonicwall: ‘The Year Of Ransomware’ Continues With Unprecedented Late-Summer Surge”. SonicWall
8  The State of Ransomware 2021.” Sophos
9  Market Guide for Operational Technology Security”. Gartner

https://metadefender.opswat.com/safe-redirect/https%3a%2f%2fazure.microsoft.com%2fmediahandler%2ffiles%2fresourcefiles%2fiot-signals%2fIoT%2520Signals_Edition%25203_English.pdf
https://metadefender.opswat.com/safe-redirect/https%3a%2f%2fwww.fortinet.com%2fresources-campaign%2foperational-technology%2f2021-the-state-of-operational-technology-and-cybersecurity%3futm_source%3dblog%26utm_campaign%3d2021-the-state-of-operational-technology-and-cybersecurity
https://metadefender.opswat.com/safe-redirect/https%3a%2f%2fus-cert.cisa.gov%2fics%2fadvisories
https://metadefender.opswat.com/safe-redirect/https%3a%2f%2fwww.sonicwall.com%2fnews%2fsonicwall-the-year-of-ransomware-continues-with-unprecedented-late-summer-surge%2f
https://metadefender.opswat.com/safe-redirect/https%3a%2f%2fsecure2.sophos.com%2fen-us%2fmedialibrary%2fpdfs%2fwhitepaper%2fsophos-state-of-ransomware-2021-wp.pdf
https://metadefender.opswat.com/safe-redirect/https%3a%2f%2fwww.gartner.com%2fdoc%2freprints%3fid%3d1-254F1YLR%26ct%3d210201%26st%3dsb%26mkt_tok%3deyJpIjoiTURWak56Z3hPR0kwTkdFeCIsInQiOiJja2xGb1h0NlVzRW9idndDdzUxeVwvRGp0RklXSnFDZmdqaGdEZlpRMGpBbUVOY3pJdVBmaTRCa2g2aEljNitRT3haOU1cL2JqakRSMlpEUmZ6ZG53YzN1NVEyK3VGR0NrcEI4UmhPbUR5TUZMZDZ4UHY3V21yZDRCRENMTHZRUXVLIn0%253D
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Up until the early 2010s, ICS and IT environments were largely isolated from one another. Many OT 

systems relied on mechanical, physical controls, and those that were connected communicated 

through proprietary protocols and technologies. This created a natural air gap between ICS and IT 

environments and mostly eliminated the need for any OT cybersecurity. 

Much of this changed in manufacturing and other industries around 2014 with the advent of Industry 

4.0. The rise of IoT, cloud computing, and advanced analytics promised transformational outcomes, 

and soon the race was on to connect and digitalize everything. 

Securing the newly connected ICS environment, however, proved to be challenging. To understand 

why we first have to understand the fundamental differences between IT and OT.

First, risk tolerance. The stakes are a lot higher in OT. Data stolen from a server breach might result 

in financial damage to a company but a breach at a utility plant may affect the safety and wellbeing 

of thousands of people.

Second, availability requirements. Many OT systems are operated continuously and cannot be 

paused without significantly affecting production. Outages need to be planned weeks or months 

in advance. Exhaustive pre-deployment testing is required for every patch and system update. 

IT systems, on the other hand, have far more relaxed requirements and are rebooted with little 

impact. Patches and updates can also be deployed (and rolled back) with ease.

Why IT Sec Alone  
Is No Longer Enough
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Third, lifespan and capabilities. Many OT components are designed to support specific industrial 

processes for 10 to 20 years. There may be limited computing resources to support additional 

security capabilities and software changes can only be made by the vendor. Further, many IT 

security solutions simply cannot be applied either due to incompatibility with outdated operating 

systems (e.g., Windows XP, 2000, 7, NT) or restrictions in changing the configuration of OT assets. In 

contrast, IT components are designed for a broader range of applications and typically last three to 

five years. Upgrades are straightforward and can be supported by multiple vendors.

These differences point to the fact that within the OT environment, IT security measures alone are 

often impractical, insufficient, and sometimes counterproductive. Even if none of the drawbacks 

exist, the fact that all cyberattacks are information and that any software can be hacked means 

that software protection remains vulnerable. 

To digitally secure an environment and ensure operational continuity, IT and OT teams will need to 

look beyond IT security and rethink the entire spectrum of cyber-physical risk. Only then can an 

effective solution be found.
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There exist two popular industrial cybersecurity standards on OT/ICS security: IEC 62443, published 

by the International Electrotechnical Commission (IEC), and the NIST ICS framework, published by 

the National Institute of Standards and Technology (NIST).

These standards are accompanied by a handful of subsector-specific guides including the 

Electricity Subsector Cybersecurity Risk Management Process (RMP), the North American Electric 

Reliability Corporation Critical Infrastructure Protection Standards (NERC CIP), the AWWA Process 

Control System Security Guidance (for the water sector), the Chemical Facility Anti-Terrorism 

Standards (CFATS), and the TSA Pipeline Security Guidelines. 

Despite their differences, all of these guides advocate for a defense-in-depth approach in one 

form or another. That is, a multi-layered defense that protects assets in accordance with their 

criticality and risk profiles. For example, a firewall might be sufficient to protect a workstation 

on an IT network but a SCADA system on an ICS network may need to be physically isolated by a 

unidirectional security gateway and firewalled within the ICS network.

The takeaway here is that there isn’t a one-size-fits-all approach. No silver bullet. Any solution will 

require the active management of people, processes, and technologies.  

 

 

 

 

 

 

 

 

 

Defense-In-Depth: Navigating OT 
Security Standards and Attack Patterns
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The Department of Homeland Security (DHS) handily summarized the five key security 

countermeasures as follows 10:

1.    Identify, minimize, and secure all network connections to the ICS.

2. Harden the ICS and supporting systems by disabling unnecessary services, ports, and protocols; 

enable available security features, and implement robust configuration management practices. 

3. Continually monitor and assess the security of the ICS, networks, and interconnections. 

4. Implement a risk-based defense-in-depth approach to securing ICS systems and networks. 

5. Manage the human — clearly identify requirements for ICS; establish expectations for 

performance; hold individuals accountable for their performance; establish policies; and provide 

ICS security training for all operators and administrators.

On the first two countermeasures, there is general consensus on the best approach, which is to 

segment out the ICS network and bridge the gap with a unidirectional gateway. This way, data 

transfer is enforced in only one direction, from a high-security network to a low-security network, 

without the possibility of any data being transmitted back to the ICS network. 

This approach points to the underlying asymmetry that exists between OT security standards and 

today’s fast-evolving attack patterns. As CISA points out: “Builders must ensure that they have 

protected every relevant potential vulnerability; yet, to attack software, attackers often have to find 

and exploit only a single exposed vulnerability.11”To rely only on software defenses is a losing game. 

Case in point: the MITRE ATT&CK for Industrial Control Systems knowledge base, which was created 

in 2020, already describes 78 attack techniques12 .

While no solution is fully secure, the use of unidirectional gateways alongside firewalls, malware 

scanning kiosks, and other IT security solutions will greatly enhance a facility’s security posture 

and protect against all but the most sophisticated threats.

At the end of the day, security is about managing risk. And every organization has only two choices: 

Reduce the risk now or minimize the consequences post-breach.

10  Recommended Practice: Improving Industrial Control System Cybersecurity with Defense-in-Depth Strategies” 
ICS-CERT
11  Attack Patterns” CISA
12  MITRE ATT&CK for ICS Matrix” MITRE

https://metadefender.opswat.com/safe-redirect/https%3a%2f%2fus-cert.cisa.gov%2fsites%2fdefault%2ffiles%2frecommended_practices%2fNCCIC_ICS-CERT_Defense_in_Depth_2016_S508C.pdf
https://us-cert.cisa.gov/bsi/articles/knowledge/attack-patterns
https://collaborate.mitre.org/attackics/index.php/Main_Page
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Let’s take a closer look at unidirectional security gateways to understand why they’re such a vital 

component in securing ICS networks.

At the most basic level, a unidirectional security gateway is a system that is designed to send data 

only in one direction. Our NetWall unidirectional gateway does this using a hybrid system consisting 

of both hardware and software components. 

On the hardware side, NetWall consists of a transmitting server (trusted domain) and a receiving 

server (untrusted domain), connected by a serial PCI Express cable. All configurations can only be 

done on the transmitting server, and it is further protected by a USB dongle. On the software side, a 

wide range of turnkey applications are available to facilitate common use cases including OPC UA 

server replication, secure file transfers, and SQL server replication.

This two-server setup provides several advantages. First, it guarantees the delivery of every 

message using an internal status register feedback method. So, there is no risk of data loss and 

no transmission overrun and sync problems. Second, it supports multiple sessions and concurrent 

data streams of up to 10 gigabits per second. Third, in a bilateral gateway setup, users can specify 

a source and port for the return path, ensuring that the return path is used only for authorized 

applications.

How Does a Unidirectional  
Gateway Work?
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OT infrastructure monitoring and Data Replication

Unlike a firewall that forwards packets to a destination, the OPSWAT NetWall™ USG replicates 

packets and emulate devices over a non-networked connection. No network connection is 

established between the source and destination. The source network is physically isolated from the 

destination network, so no connection can be initiated to the source network from the destination 

network. The server replica then interacts normally with IT users and applications on the IT network. 

It is for this reason that unidirectional gateways are normally deployed at the IT-OT interface in 

place of a firewall. 
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We’ve established that unidirectional gateways are the most secure way to transfer mission-critical 

data (e.g., control system data, log files, database records, updates) in real-time from ICS networks 

to corporate business systems (and vice versa). But what does this mean for your business? Let’s 

explore four common use cases.

Scenario 1: Reporting to external networks

A regional utility company is required by the city council to provide real-time data on its operations. 

The council proposes setting up a firewall to enable a secure remote connection into the ICS 

network. 

Instead of taking the risk of exposing the network, the utility suggests a safer way using a 

unidirectional gateway. It sets up a replica database on the external network and configures a 

unidirectional gateway to replicate the contents of a plant historian on the ICS network into the 

replica. The city council can then access all the information they need in real-time by interfacing 

with the replica database without establishing a direct connection with the ICS network. 

This arrangement is the most secure because it keeps the ICS network isolated from the IT 

network, thereby preventing attack propagation and lateral movements from the IT network into 

the ICS network. More importantly, it prevents malicious actors from establishing command and 

control communications with the ICS network since only selected communication channels can 

report from the ICS network to the IT network. 

Four Ways Unidirectional Gateways  
Can Protect Your Business
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Scenario 2: Facilitating IoT and cloud communications 

A manufacturer has invested in a new IoT solution that uses connected edge devices and a cloud 

service for analysis and optimization. It also wants to send data to a security operations center 

(SOC) who monitors the site 24/7. 

To do this, it deploys a unidirectional gateway to gather information from the edge devices on the 

ICS network, translates it into cloud-friendly formats, and then sends it to the cloud service across 

the internet. A server is set up and emulated by the unidirectional gateway to a replica server on the 

IT network, which then streams video surveillance footage to the SOC. 

Scenario 3: Enabling remote diagnostics and maintenance

An oil refinery has engaged an OT vendor to monitor and maintain a group of control-critical 

systems. Using a unidirectional gateway, a replica database is created on the IT network, where the 

OT vendor can access using a VPN to monitor syslog info, real-time alerts, and events data. Again, 

no data flows are permitted into the ICS network. 

Shortly after, the vendor detects a problem and contacts an engineer to schedule a meeting to fix 

it. During the meeting, the engineer shares his screen through the unidirectional gateway to a web 

server on the external network, which is then accessed by the vendor.

Because the vendor can see what’s on-screen in real-time, they’re able to provide step-by-step 

instructions to address the issue. The engineer validates the instructions and applies the changes. 

This approach is safer than a remote desktop scenario where the vendor takes over because (1) the 

ICS network is never compromised (2) the engineer retains full control throughout and can apply 

changes only when it makes sense.

Scenario 4: Securely transferring system updates and patches 

A power generation company periodically receives update files for their OT assets, which includes 

SCADA, HMI, and PLC systems. The files are typically uploaded by external contractors through a 

dedicated web portal on the IT network and then transferred to a USB flash drive to be brought into 

the ICS environment. 

The USB drives are scanned to ensure they are free of malware before the files are saved to a 

repository on the ICS network. Using a unidirectional gateway, the files are then securely “injected” 

from the untrusted source into the pre-selected destination on the operational network. This 

creates a single, one-way path of communication for delivering the files.
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Consider how effective 2FA dongles are against phishing attacks. Or how trusted platform module 

(TPM) chips on many computers today have stemmed many types of cryptographic attacks. Simply 

augmenting one’s security posture with a physical component can be transformational. 

As the convergence of IT and OT accelerates, being able to securely transfer valuable data out 

of control-critical networks will prove to be pivotal to an organization’s health and survival. A 

unidirectional gateway simply future-proofs an ICS network against all internet-based threats. 

Ultimately, it’s not about prioritizing IT or OT security. Organizations need to deploy the best of both 

worlds to truly secure their organizations.

Raise the Bar with an Advanced Unidirectional Gateway

Not all unidirectional security gateways are made equal. The OPSWAT NetWall™ USG features 

proprietary technologies to deliver greater performance and scalability than traditional data 

diodes, including:

Guaranteed payload delivery

NetWall eliminates the risk of data loss with a patent-pending internal status register feedback 

technology that ensures payload delivery without the need for data retransmission.

Conclusion
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Concurrent data streams of up to 10Gbps

NetWall’s PCI express data link design delivers throughput of up to 10 gigabits per second, providing 

ample support for multiple sessions and concurrent data streams.

Anti-overrun mechanism 

NetWall’s anti-overrun mechanism prevents data transmission overrun and sync problems, which 

frequently happen with data diodes.

Easy to deploy and scale

NetWall can be easily deployed in an afternoon and scale easily with field-upgradable software 

license keys. It also comes with a user-friendly management console as standard.

Bilateral configuration

A bilateral configuration of NetWall is available for applications that require acknowledgments such 

as real-time SQL database replication. NetWall supports a wide range of transfer protocols including 

TCP, UDP, file transfer, OPC-UA, OPC-DA, Syslog, Modbus, SQL replication, and historian replication.

About OPSWAT

OPSWAT is a global leader in critical infrastructure cybersecurity that helps protect the world’s 

mission-critical organizations from malware and zero-day attacks. To minimize the risk of 

compromise, OPSWAT Critical Infrastructure Protection solutions enable both public and private 

organizations to implement processes that ensure the secure transfer of files and devices to and 

from critical networks.

More than 1,500 organizations worldwide spanning financial services, defense, manufacturing, 

energy, aerospace, and transportation systems trust OPSWAT to secure their files and devices; 

ensure compliance with industry and government-driven policies and regulations, and protect their 

reputation, finances, employees, and relationships from cyber-driven disruption.

OPSWAT offers a comprehensive suite of cybersecurity solutions:

For more information on OPSWAT, visit opswat.com. And get the latest updates 

on LinkedIn, Twitter, Facebook, and YouTube.
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